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Welcome to QBank.com! We believe that learning has the power to transform our world and 
our lives so we provide educational and job-relevant software solutions for individuals 
worldwide and organizations of all sizes. QBank cares about your user experience and the 
security and privacy of the personal data that is entrusted to us.  
 
QBank LLC (“QBank”, “we”, “our”, or “us”) operates the content, products, services, websites, 
platform, APIs, and applications branded as “QBank.com” or “QuestionBank.com” (collectively 
“Site” or “Service(s)”).  
 
Your use of our Services constitutes a legal agreement between the legal entity (including sole 
proprietors) identified on the registration page (“you”) and QBank. Your use of our Services is 
subject to your acceptance of the terms and conditions within our Terms of Use, Privacy Policy, 
and Cookie Policy, and any updates or modifications to any of those documents made from 
time to time by QBank. If you do not agree with any of the terms and conditions within the 
Terms of Use, Privacy Policy, or Cookie Policy, do not use our Services. If you have any 
questions, please contact us before using our Services.  
 
This Privacy Policy includes important information about your Personal Data and we encourage 
you to read it carefully. 
 
1. Overview 
This policy describes the Personal Data that we collect, how we use and share it, your rights and 
choices, and how you can contact us about our privacy practices. We store the minimum 
amount of personal information necessary for us to provide our Services. Your information is 
encrypted for extra security. 
 
2. Personal data that we collect 
Personal Data is any information that relates to an identified or identifiable individual, and can 
include information about how you engage with our Services (e.g. device information, IP 
Address). In many cases, the Personal Data that you provide directly to us through our Services 
will be apparent from the context in which you provide the data. 
 
a. Personal data that you give to us  

- When you register for an account on our Site, we collect your full name, email address, and 
account log-in credentials.  

- When you subscribe to one of our Services, we store subscription data. 
- When you take assessments, we store question response data.  
- When you complete your profile, you have the option to provide us with your profile photo, 

educational information, professional or employment-related information, and city and 
country of residence.  



- When you email us or respond to QBank emails or surveys, we collect your full name, email 
address, and any other information you choose to include in the body of your email or 
responses. 

- When you fill-in our online Contact Us form, we ask for your full name, email address, and 
other information about your interest in our Services. 

 
b. Information that we collect automatically on our Sites 

- We collect usage data, such as time spent on the Sites, pages visited, links clicked, language 
preferences, and geolocation data. We use Google Analytics on our Sites to help us analyze 
your use of our Sites and diagnose technical issues. 

- We may use “cookies” and similar technologies to help deliver our Services. This technology 
may involve placing small files/code on your device or browser that serve a number of 
purposes, such as remembering your preferences and to offer you a more personalized user 
experience. Read our Cookie Policy to learn more.  

 
3. How we use collected personal data 
We use the information we collect only in compliance with this Privacy Policy. We may use your 
information to provide services, respond to inquiries and provide customer support and 
technical assistance; communicate with you; process transactions; improve, develop, provide 
content for, operate, deliver and market our Services; comply with our company policies and 
procedures and with applicable law; ensure proper and authorized use of the Services; perform 
Services tracking and analysis; and, as otherwise permitted by applicable law.  
 
4. How we disclose personal data 
We may share your information with our business partners and service providers in order to 
provide or improve our Services to you.  We do not share information with third parties so that 
they can independently market their own products or services to you unless we have explicitly 
given you the option to opt-in to such disclosures. We will never sell your Personal Information 
to any third party. 
 
5. Your rights and choices 
You may have choices regarding our collection, use and disclosure of your Personal Data: 
 
a. Opting out of receiving electronic communications from us 
If you no longer want to receive marketing-related emails from us, you may opt-out via the 
unsubscribe link included in such emails. We will try to comply with your request(s) as soon as 
reasonably practicable. Please note that if you opt-out of receiving marketing-related emails 
from us, we may still send you other messages in connection with providing our Services. 
 
b. How you can see or change your account Personal Data 
If you would like to review, correct, or update Personal Data that you have previously disclosed 
to us, you may do so by signing in to your QBank account or by contacting us.  
 
c. Your data protection rights 



Depending on your location and subject to applicable law, you may have the following rights 
with regard to the Personal Data we control about you: 

- The right to request confirmation of whether QBank processes Personal Data relating to you, 
and if so, to request a copy of that Personal Data; 

- The right to request that QBank rectifies or updates your Personal Data that is inaccurate, 
incomplete or outdated; 

- The right to request that QBank erase your Personal Data in certain circumstances provided 
by law; 

- The right to request that QBank restrict the use of your Personal Data in certain 
circumstances, such as while QBank considers another request that you have submitted 
(including a request that QBank make an update to your Personal Data); 

- The right to request that we export your Personal Data that we hold to another company, 
where technically feasible; 

- Where the processing of your Personal Data is based on your previously given consent, you 
have the right to withdraw your consent at any time; and/or 

- In some cases, you may also have the right to object to the processing of your Personal Data. 
 
d. Process for exercising data protection rights 
We will comply with your request to the extent required by applicable law. We will not be able 
to respond to a request if we no longer hold your Personal Data. If you feel that you have not 
received a satisfactory response from us, you may have the right under applicable laws to 
consult with the data protection authority in your country. 
 
For your protection, we may need to verify your identity before responding to your request, 
such as verifying that the email address from which you send the request matches your email 
address that we have on file. If we no longer need to process Personal Data about you in order 
to provide our Services, we will not maintain, acquire or process additional information in order 
to identify you for the purpose of responding to your request. 
 
6. Security and Retention 
We make reasonable efforts to provide a level of security appropriate to the risk associated 
with the processing of Personal Data. We maintain organizational, technical and administrative 
measures designed to protect Personal Data covered by this Privacy Policy against unauthorized 
access, destruction, loss, alteration or misuse. Your Personal Data is only accessed by a limited 
number of personnel who need access to the information to perform their duties. 
Unfortunately, no data transmission or storage system can be guaranteed to be 100% secure. If 
you have reason to believe that your interaction with us is no longer secure (e.g., you feel that 
the security of your account has been compromised), please contact us immediately. 
 
We retain your Personal Data as long as we are providing the Services to you or our Users (as 
applicable). Even after we stop providing Services directly or indirectly to you, and even if you 
close your QBank account, we keep your Personal Data in order to comply with our legal and 
regulatory obligations. We may also keep it to assist with our fraud monitoring, detection and 
prevention activities. We also keep Personal Data to comply with our tax, accounting, and 



financial reporting obligations, where we are required to retain the data by our contractual 
commitments to our financial partners, and where data retention is mandated by the payment 
methods you used. In all cases where we keep data, we do so in accordance with any limitation 
periods and records retention obligations that are imposed by applicable law. 
 
7. International Data Transfers  
QBank LLC is a United States based company that does business globally. Personal Data may be 
stored and processed in any country where we do business or our service providers do 
business. We may transfer your Personal Data to countries other than your own country, 
including to the United States. These countries may have data protection rules that are 
different from your country. When transferring data across borders, we take measures to 
comply with applicable data protection laws related to such transfer. Officials (such as law 
enforcement or security authorities) in those other countries may be entitled to access your 
Personal Data. 
 
8. Use by Minors 
QBank strongly believes in protecting the privacy of children. Any use or access by anyone 
under the age of 13 is prohibited. In line with this belief, we do not knowingly collect or 
maintain Personal Data on our Site from persons under 13 years of age, and no part of our Site 
is directed to persons under 13 years of age. If you are under 13 years of age, then please do 
not use or access this Site at any time or in any manner. We will take appropriate steps to 
delete any Personal Data of persons less than 13 years of age that has been collected on our 
Site without verified parental consent upon learning of the existence of such Personal Data.  
 
If you live in the EEA, Brazil, or any country that imposes a higher age restriction for digital 
consent, please do not use this Site if you are under the age of 16 or until you meet your 
specific country or region’s minimum age of digital consent.  
 
9. Updates to this Privacy Policy and notifications 
We may change this Privacy Policy from time to time to reflect new Services, changes in our 
Personal Data practices or relevant laws. The “Last updated” legend at the top of this Privacy 
Policy indicates when this Privacy Policy was last revised. Any changes are effective when we 
post the revised Privacy Policy on the Services. 
 
We may provide you with disclosures and alerts regarding the Privacy Policy or Personal Data 
collected by posting them on our website and, if you are a User, by contacting you through your 
QBank Dashboard or email address listed in your QBank account. 
 
If applicable law requires that we obtain your consent or provide notice in a specified manner 
prior to making any changes to this Privacy Policy applicable to you, we will provide such 
required notice and will obtain your required consent. 
 
10. Links to other online services 



The Services may provide the ability to connect to other online services. These online services 
may operate independently from us and/or may have their own privacy notices or policies, 
which we strongly suggest you review. If any online service linked to our Services is not owned 
or controlled by us, or does not claim to be covered by this Privacy Policy, we are not 
responsible for it and/or it is not covered by this Privacy Policy. Please refer to the privacy 
policy associated with that online service. 
 
11. Jurisdiction-specific rules 
a. Legal Basis for Processing Personal Data Under General Data Protection Regulation (GDPR) 
If you are from the European Economic Area (EEA), QBank’s legal basis for collecting and using 
the personal information described in this Privacy Policy depends on the Personal Data we 
collect and the specific context in which we collect it. 

- QBank may process your Personal Data because: 
§ We need to perform a contract with you 
§ You have given us permission to do so 
§ The processing is in our legitimate interests and it's not overridden by your rights 
§ For payment processing purposes 
§ To comply with the law 

 
Your Data Protection Rights Under General Data Protection Regulation (GDPR) 
If you are a resident of the European Economic Area (EEA), you have certain data protection 
rights. QBank aims to take reasonable steps to allow you to correct, amend, delete, or limit the 
use of your Personal Data. 

- If you wish to be informed what Personal Data we hold about you and if you want it to be 
removed from our systems, please contact us. 

- In certain circumstances, you have the following data protection rights: 
§ The right to access, update or to delete the information we have on you. 
§ The right of rectification. You have the right to have your information rectified if that 

information is inaccurate or incomplete. 
§ The right to object. You have the right to object to our processing of your Personal 

Data. 
§ The right of restriction. You have the right to request that we restrict the processing 

of your personal information. 
§ The right to data portability. You have the right to be provided with a copy of your 

Personal Data in a structured, machine-readable and commonly used format. 
§ The right to withdraw consent. You also have the right to withdraw your consent at 

any time where QBank relied on your consent to process your personal information. 
- Please note that we may ask you to verify your identity before responding to such 

requests. 
- You have the right to complain to a Data Protection Authority about our collection and use 

of your Personal Data. For more information, please contact your local data protection 
authority in the European Economic Area (EEA). 

 
b. United States – California 



If you are a consumer located in California, we process your personal data in accordance with 
the California Consumer Privacy Act (CCPA). This section provides additional details about the 
personal information we collect and use for purposes of CCPA.  
 
How We Collect, Use, and Disclose your Personal Information 

- The Personal Data That We Collect section describes the personal information we may have 
collected about you, including the categories of sources of that information. We collect this 
information for the purposes described in the How We Use Personal Data section. We share 
this information as described in the How We Disclose Personal Data section. Stripe uses 
cookies, including advertising cookies, as described in our Cookie Policy. 

 
Your CCPA Rights and Choices 
As a California consumer and subject to certain limitations under the CCPA, you have choices 
regarding our use and disclosure of your personal information: 

- Exercising the right to know: You may request the following information about the personal 
information we have collected about you: 

§ the categories and specific pieces of personal information we have collected about you; 
§ the categories of sources from which we collected the personal information; 
§ the business or commercial purpose for which we collected the personal information; 
§ the categories of third parties with whom we shared the personal information; and 
§ the categories of personal information about you that we disclosed for a business 

purpose, and the categories of third parties to whom we disclosed that information for a 
business purpose. 

- Exercising the right to delete: You may request that we delete the personal information we 
have collected from you, subject to certain limitations under applicable law. 

- Exercising the right to opt-out from a sale: You may request to opt out of any “sale” of your 
personal information that may take place. As described, we do not use, share, rent or sell 
the Personal Data of our Users’ Customers for interest-based advertising. We do not sell or 
rent the Personal Data of our Users, their Customers or our Site visitors. 

- Non-discrimination: The CCPA provides that you may not be discriminated against for 
exercising these rights. 

  
c. All jurisdictions  
When exercising your rights, we may need to verify your identity before responding to your 
request, such as verifying that the email address from which you send the request matches 
your email address that we have on file. Authentication based on a government-issued and 
valid identification document may be required. If you are a customer of a QBank Partner, please 
direct your requests directly to the QBank Partner with whom you shared your personal 
information. 
 
12. Providers 
a. Payments 
We may provide paid products and/or services within the Service. In that case, we use third-
party services for payment processing (e.g. payment processors). QBank does not store or 



collect your payment card details. That information is provided directly to our third-party 
payment processors whose use of your personal information is governed by their Privacy Policy.  
 
We use Stripe for payment processing. The information that Stripe collects will include payment 
method information (such as credit or debit card number, or bank account information), 
purchase amount, date of purchase, and in some cases, some information about your 
purchases. Different payment methods may require the collection of different categories of 
information. The payment method information that Stripe collects will depend upon the 
payment method that you choose to use from the list of available payment methods that are 
offered to you at the time of check-out. Stripe may also receive your name, email, billing or 
shipping address and in some cases, your transaction history to authenticate you. See Stripe’s 
Privacy Policy.  
 
b. Analytics 
We use Google Analytics to monitor and analyze the use of our Services. Google Analytics is a 
web analytics service offered by Google that tracks and reports website traffic. This data helps 
us to understand how visitors engage with the Site to improve our Services. Google uses the 
data collected to track and monitor the use of our Services.  
 
You can opt-out of having made your activity on the Service available to Google Analytics by 
installing the Google Analytics opt-out browser add-on. The add-on prevents the Google 
Analytics JavaScript (ga.js, analytics.js, and dc.js) from sharing information with Google 
Analytics about visits activity. 
 
For more information on the privacy practices of Google, please visit the Google Privacy & 
Terms web page: http://www.google.com/intl/en/policies/privacy/ 
 
13. Contact Us 
If you have any questions or complaints about this Privacy Policy, please contact us. 


